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THEDATAPROTECTIONBILL,2018

ABillfor

AN ACTofParliamenttogiveeffecttoArticle31(c)
and (d)ofthe Constitution;to promote the
protection of personaldata;to regulate the
manner in which personal data may be
processed;to providepersonswithrightsand
remediestoprotecttheirpersonaldata;andto
regulatetheflowofpersonalinformationacross
thebordersofthecountry;andforconnected
purposes.

ENACTED by the Parliament of Kenya,as
follows—

PARTI—PRELIMINARY

1.ThisActmaybecitedastheDataProtection
Act,2018.

Shorttitle.

2.InthisAct—

“agency” means a person who collects or
processespersonaldata;

“CabinetSecretary”meanstheCabinetSecretary
responsibleforinformationandcommunications;

“Commission” means the Kenya National
CommissiononHumanRightsestablishedbysection
3 ofthe Kenya NationalCommission on Human
RightsAct;

“Court”meanstheHighCourtoranyothercourt
with jurisdiction underanylaw to adjudicate over
mattersrelatingtodataprotection;

“data”meansinformationwhich—

(a)is processed by means of equipment
operating automatically in response to
instructionsgivenforthatpurpose;

(b)isrecordedwiththeintentionthatitshouldbe
processedbymeansofsuchequipment;

(c)isrecordedaspartofarelevantfilingsystem
orwiththeintentionthatitshouldform partof
arelevantfilingsystem;

(d)whereitdoesnotfallunderparagraph(a),(b)
or(c),formspartofanaccessiblerecord;or

Interpretation.

No.14of2011.



TheDataProtectionBill,2018312

(e)isrecordedinformationwhichisheldbya
publicentityanddoesnotfallwithinanyof
paragraphs(a)to(d);

“data controller”means a person who,either
aloneortogetherwith otherpersons,controlsthe
contentsanduseofpersonalinformation;

“data subject” means a person from whom
personaldataisobtained;

“disclosure”,inrelationtopersonalinformation,
includesthedisclosureofinformationextractedfrom
suchdataandthetransferofsuchdatabutdoesnot
includeadisclosuremadedirectlyorindirectlybya
datacontrolleroradataprocessortoanemployeeor
agentofhisforthepurposeofenablingtheemployee
oragentto carry outhis duties and,where the
identificationofadatasubjectdependspartlyonthe
dataandpartlyonotherinformationinthepossession
ofthedatacontroller,thedatashallnotbeconsidered
as disclosed unless the otherinformation is also
disclosed;

“exemptinformation”means information that
maybewithheldbyapublicentityoraprivatebodyin
accordance with section 6 of the Access to
InformationAct;

“person”hasthemeaningassignedtoitunder
Article260oftheConstitution;

“personaldata” means information about a
person,including—

(a)informationrelatingtotherace,gender,sex,
pregnancy,maritalstatus,national,ethnicor
socialorigin,colour,age,physicalormental
health, well-being, disability, religion,
conscience,belief,culture,languageandbirth
oftheindividual;

(b)informationrelatingtotheeducation,medical,
criminaloremploymenthistoryoftheperson
or information relating to financial
transactionsinwhichthepersonhasbeen
involvedin;

(c)an identifying number, symbol or other

No.31of2016.

No.14of2011.



TheDataProtectionBill,2018 313

particularassignedtotheindividual;

(d)thefingerprintsorbloodtypeoftheperson;

(e)contactdetailsincludingtelephonenumbers
oftheperson;

(f)correspondencebyapersonthatisimplicitly
orexplicitlyofaprivateorconfidentialnature
orfurthercorrespondencethatwouldreveal
thecontentsoftheoriginalcorrespondence
toathirdparty;

(g)aperson’sviewsoropinionsaboutanother
person;and

(h)anyinformationgiveninsupportorinrelation
to a grant,award orprizeproposed to be
madetoaperson;

“processing”meansanoperationoractivityor
setofoperationsbyautomaticorothermeansthat
concernsdataorpersonaldataandincludes—

(a)collection,organisation,adaptationor
alterationoftheinformationordata;

(b)retrieval,consultationoruseofthe
informationordata;

(c)disclosureoftheinformationordataby
transmission,disseminationoranyother
means;or

(d)alignment,combination,blocking,deletionor
destructionofinformationordata.

“record” in relation to an agency,means a
document or any other source of information
compiled,recordedorstoredinwrittenform,onfilm,
byelectronicprocessorinanyothermannerora
recordmadeorkeptbyapersonactingunderthe
authorityoflaworexercisingotherofficialfunction;

“Secretary”hasthemeaningassignedtoitby
section 21 ofthe Kenya NationalCommission on
HumanRightsAct;and

“specialpersonalinformation”means–

(a)thereligiousorphilosophicalbeliefs,raceor
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ethnic origin, trade union membership,
political persuasion, health or biometric
informationofadatasubject;or

(b)anyinformationaboutadatasubjectrelating
totheallegedcommissionofanoffenceor
anyproceedingsin respectofanyoffence
allegedlycommittedbyadatasubject.

3.ThisActdoesnotapplytotheprocessingof
personaldatabyoronbehalfofapublicbody-

(a)which involves nationalsecurity,including
activities that are aimed at assisting in the
identificationofthefinancingofterrorism andrelated
activities,defenceorpublicsafety;or

(b)the purpose of which is the prevention,
detection and identification of the proceeds of
unlawfulactivities and the combating ofmoney
laundering activities, investigation or proof of
offences,prosecutionofoffendersortheexecutionof
sentencesorsecuritymeasures.

Application.

PARTII—OBJECTSANDPRINCIPLESOF
PROTECTIONOFPERSONALDATA

4. The following principles shallguide the
interpretationandapplicationofthisAct—

(a)information shallbe collected,processed,
storedordealtwithinanyothermannerifitis
necessaryforordirectlyrelatedtoalawful,
explicitly defined purpose and shall not
intrudeontheprivacyofthedatasubject;

(b)informationshallbecollected directlyfrom
andwiththeconsentofthedatasubject;

(c)whereinformationrelatingtothedatasubject
isheldbyathirdparty,theinformationmay
onlybereleasedtoanotherpersonorputtoa
differentusewith theconsentofthedata
subject;

(d)the data subjectshallbe informed ofthe
purposetowhichtheinformationshallbeput
and the intended recipients of that
informationatthetimeofcollection;

(e)information shallnotbe keptfora longer
period than is necessaryforachieving the

Principlesof
dataprotection.
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purposeforwhichitwascollected;

(f)information shallnotbe distributed in a
mannerthatisincompatiblewiththepurpose
forwhichitwascollectedwiththeconsentof
thepersonandsubjecttoanynotificationthat
wouldattractobjection;

(g)reasonablestepsshallbetakentoensurethat
theinformationprocessedisaccurate,up-to
dateandcomplete;

(h)appropriate technical and organizational
measures shallbe taken to safeguard the
datasubjectagainsttheriskofloss,damage,
destruction oforunauthorized access to
personalinformation;and

(i)datasubjectshavearightofaccesstotheir
personalinformationandarighttodemand
correctionifsuchinformationisinaccurate.

5.Everyperson has the rightto privacywith
respecttotheirpersonaldata.

Rightto
protectionof
privacy.

6.(1)TherighttoprivacyunderArticle31ofthe
Constitution,withrespecttopersonaldata,maybe
limited forthe purpose ofsafeguarding overriding
legitimateinterests.

(2)The rightto privacy may be limited for
purposesof–

(a)nationalsecurity;

(b)prevention, detection, investigation,
prosecutionorpunishmentofacrime;

(c)safeguarding rights ofthe data subjector
anotherperson;

(d)publicinterest;and

(e)compliance with an obligation imposed by
law.

Limitation.

7.(1)Anagencyshall,subjecttosubsection(2),
whereitrequirespersonaldatafrom aperson,collect
suchinformationdirectlyfrom thedatasubjectfora
purpose which is specific,explicitly defined and
lawful.

(2)Anagencyshallnotberequiredtocollect

Collectionof
datafrom data
subject.
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personaldatadirectlyfrom adatasubjectwhere–

(a)thedataisamatterofpublicrecord;

(b)the data subjectora competentperson,
where the data subject is a child,has
consented to the collection from another
source;

(c)the data subject has consented to the
collectionfrom anothersource;

(d)collection from anothersource would not
prejudicetheinterestsofthedatasubject;

(e)collection ofdata from anothersource is
necessary-

(i)fortheprevention,detection,investigation,
prosecutionandpunishmentofcrime;

(ii)fortheprotectionoftheinterestsofthe
datasubjectoranotherperson;

(iii)tocomplywithanobligationimposedby
law;or

(iv)intheinterestofnationalsecurity;or

(f)complianceisnotreasonablypracticalin
thecircumstancesofthecase.

(3) An agency shallcollect,store or use
personaldata—

(a)usinglawfulmeans;or

(b)usingmeansthat,inthecircumstances,do
notintrudetoanunreasonableextent,upon
thepersonalaffairsofthedatasubjectexcept
in accordance with this Actorany other
writtenlaw.

8. An agency that collects or processes
personaldatashallensurethatthedataiscomplete,
accurate,up-to-dateandnotmisleadinghavingregard
tothepurposeforthecollectionorprocessingofthe
personaldata.

Qualityof
information.

9.Adatasubjecthasarightto–

(a)beinformedbytheagencyoftheusetowhich
thedataistobeput;

(b)access the data with respectto the data
subjectwhichisinpossessionofanagency;

Rightsofadata
subject.
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(c)objecttothecollectionorprocessingofallor
partofdatabyanagency;

(d)correctionoffalseormisleadingdata;

(e)deletionofmisleading,falseordatawhich
hasbeenobjectedto;and

(f)anexplanationinrespectoftheprocessingof
dataandtheoutcomeofsuchprocessing;

10.(1)Beforeanagencycollectspersonaldata
directlyfrom adatasubject,theagencyshallinsofar
asisreasonablypracticable,inform thedatasubject
—

(a)the fact that the information is being
collected;

(b)thepurposeforwhichtheinformationisbeing
collectedandspecifytheusetowhichsuch
informationshallbeput;

(c)theintendedrecipientoftheinformation;

(d)thenameandaddressoftheagencythatis
collectingtheinformation,theagencythatwill
holdtheinformationandwhetherornotany
otheragencywillreceivetheinformation;

(e)wheretheinformationiscollectedpursuantto
anylaw—

(i)the law requiring or authorising the
collectionoftheinformation;

(ii)theprocedurerequiredtobeundertakenin
ordertocomplywiththelaw;and

(iii)whetherthesupplyoftheinformationby
that data subject is voluntary or
mandatory;

(g)the consequences ifany,where the data
subjectfailstoprovidealloranypartofthe
requestedinformation;and

(h)the rightofaccess to,and correction of,
personaldataprovidedundersection13and
15ofthisAct.

(2)An agencyshallnotcollectpersonaldata
from adatasubjectunlessithastakenthesteps
specifiedinsubsection(1).

Dutytonotify.
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(3)Despitesubsection(2),where—

(a)itisnotpracticableforanagencytocomply
with subsection (1) before collecting
information;or

(b)thewhereaboutsofthedatasubjectarenot
known,
theagencyshall,assoonaspracticableafter
theinformationiscollected,complywiththe
provisionsofsubsection(1).

11.(1)Anagencyshallnotberequiredtotake
thestepsspecifiedundersection10ifthatagency
has,priortocollectingtheinformation,takenthose
stepsintherecentpastwhencollectingthesame
informationorinformationofthesamekindfrom that
datasubject.

(2)Whereanagencycollectsinformationunder
subsection(1)tobeusedforadifferentpurposefrom
theoneforwhichtheinformationwasfirstcollected
orwherethecircumstancesofthedatasubjecthas
changed,theagencyshallnotifythedatasubjectof
theusetowhichtheinformationshallbeputto.

(3)Anagencyshallnotifyadatasubjectthata
waiverofhisorherrightsunderthisActshallbe
construed as consent and authorisation for the
agencytocollecttheinformation.

When agency
maynotnotify.

12.An agencyshallnotbe deemed to have
collectedpersonaldatacontrarytotheprovisionsof
section7to11if-

(a)theinformationispubliclyavailable;

(b)thedatasubjectauthorisedthecollectionof
thedatafrom athirdparty;

(c)non-compliance does not prejudice the
interestsofthedatasubject;

(d)non-complianceisnecessary—

(i) toavoidathreattothemaintenanceof
law and order by any public entity,
including the prevention, detection,
investigation, prosecution and
punishmentofanoffence;

Exemptions.
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(ii) fortheenforcementofalaw imposinga
pecuniarypenalty;

(iii)fortheprotectionofpublicrevenueand
property;

(iv)fortheinstitutionofproceedingsorthe
conductofproceedingsthathavebeen
institutedbeforeanyCourt,tribunalorthe
Commission;or

(v) forthepurposeofanexemptionasset
outin the law relating to access to
information;

(e)compliancewouldprejudicethepurposesfor
whichtheinformationiscollected;

(f)complianceisnotreasonablypracticablein
thecircumstancesoftheparticularcase;

(g)theinformation—

(i)wasnottobeusedinamannerwhich
resultedintheidentificationofthedata
subject;or

(ii)was used for statistical or research
purposesandshallnotbepublishedina
form thatcouldreasonablybeexpectedto
resultin the identification ofthe data
subject.

(h)theinformationiscollectedpursuanttoan
authoritygrantedunderthisActoranyother
writtenlaw.

13.(1)Adatasubjectshallnotbesubjecttoa
decision that is based solely on automated
processing ofpersonaldata which produceslegal
effect concerning the data subject or which
significantly affectthedatasubjectwithouthuman
intervention.

(2)An agency shallnotbe deemed to have
profiledadatasubjectiftheprocessingofdatawas
necessarytoavoidathreattothemaintenanceoflaw
and order by any public entity, including the
prevention,detection,investigation,prosecutionand
punishmentofacrime.

Prohibitionof
profiling.
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14.(1)Anagencythatprocessespersonaldata
shallensurethatthedataisprocessed–

(a)withoutinfringingtherighttoprivacyofthe
datasubjectoranotherperson;

(b)inalawfulmanner;and

(c)inareasonablemanner.

(2)Wheneverpersonaldataconcerningadata
subjectistobeprocessed,thedatasubjectshallhave
theright,uponrequest,to—

(a)informationrelatingtothepersonprocessing
thedata;

(b)theplaceoforiginofthedata;

(c)theusetowhichthedatacollectedwillbeput
to;

(d)informationrelatingto anyotherpersonto
whom thedataistobetransmitted;

(e)therectificationofincorrectdata;and

(f)thedeletionofprocesseddatawithoutthe
consentofthedatasubject.

Dataprocessing.

15.(1)Anagencyshalltakethenecessarysteps
to ensure the integrity ofpersonaldata in its
possession or controlthrough the adoption of
appropriate,reasonable,technicalandorganisational
measurestoprevent—

(a)loss,damage orunauthorised destruction;
and

(b)unlawful access to or an unauthorised
processing.

(2)Incompliancewithsubsection(1),anagency
shalltakereasonablemeasuresto–

(a)identifyreasonablyforeseeableinternaland
externalrisks;

(b)establish and maintain appropriate
safeguardsagainsttheidentifiedrisks;

(c)regularly verify that the safeguards are
effectivelyimplemented;and

Protectionand
securityof
personaldata.
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(d)ensure thatthe safeguards are continually
updated.

(3)Anagencyshallobservegenerallyacceptable
securitypracticesandprocedure,includingspecific
industryorprofessionalrulesandregulations.

16.Where there are reasonable grounds to
believethatthepersonaldataofadatasubjecthas
beenaccessedorprocessedbyunauthorisedperson,
theagencyshall–

(a)assoonasreasonablypracticableafterthe
discovery of the unauthorised access or
processing of the data, notify the
Commissionandthedatasubject;and

(b)takestepstoensuretherestorationofthe
integrityoftheinformationsystem.

Notificationof
security
compromises.

17.(1)Whereanagencystorespersonaldataor
whereapersonbelievesthatanagencyisstoring
personaldata relating to him orher,in a readily
retrievableform,theperson—

(a)mayobtainfrom theagency,aconfirmation
astowhethertheagencyholdssuchpersonal
data;and

(b)shallhaveaccesstothatdata.

(2)Subsection (1)shallnotapplyto exempt
information.

(3)Theprocedureformakinganapplicationfor,
andobtainingaccesstoinformationundertheAccess
toInformationActshallapplytosubsection(1).

Accessto
personaldata.

No.31of2016.

18.(1)An agencywhich holds personaldata
shall,ifrequestedbyadatasubjectoronitsown
initiative,take steps to correctordelete false or
misleadingdata.

(2)Adatasubjectmay,pursuanttoArticle35(2)
ofthe Constitution,requestan agencythatholds
personaldatarelatingtothedatasubjecttocorrect,
deleteordestroyfalseormisleadingdata.

(3)Arequestmadeundersubsection(2)shall–

(a)beinwriting;

Correctionof
information.
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(b)specifythe information to be corrected or
deleted;and

(c)inthecaseofarequestforcorrection,specify
themannerinwhichsuchinformationshould
becorrected.

(4)Theagencyshallconsidertherequestand
inform thedatasubjectofthedecisionwithinseven
daysofthereceiptoftherequest.

(5)Where an agencyrejects a requestunder
subsection(2),itshallinform thedatasubjectofthe
rejectionandthereasonsfortherejectioninwriting.

(6) An agency may reject a request under
subsection(2)onthebasisthattherequestdoesnot
amounttoarequestforthecorrectionordeletionof
data.

(7)Whereanagencydeterminestocorrector
deletethedata,itshalldosowithinaperiodofseven
daysandinform thedatasubjectoftheactiontaken
withinaperiodofsevendaysfrom thedateofthe
action.

19.(1)An agencythatcollects orprocesses
personaldatashallnotkeepthedataforalonger
periodthanisprovidedunderanylawornecessaryto
achieve the purposes for which the data was
collectedorprocessed,unless–

(a)thedatasubjectconsentstotheretention;

(b)theretentionofthedataisauthorisedbylaw;

(c)the retention of the data is reasonably
necessaryforalawfulpurposerelatedtoa
functionoractivityor

(d)theretentionofthedataisrequiredbyvirtue
ofa contractbetween the parties to the
contract.

(2)Subsection (1)shallnotapplyto personal
dataretainedforpurposesof–

(a)history;

(b)statistical;or

(c)research.

Retentionof
information.
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(3) Agency that retains data for historical,
statistics orresearch purposes shallensure that
personaldataisprotectedagainstaccessorusefor
unauthorisedpurposes.

(4)Anagencyshall,attheexpiryoftheretention
period,destroyordeletepersonaldatainamanner
thatpreventsitsdeconstructioninanintelligibleform.

20.SubjecttothisActoranyotherwrittenlaw,an
agencythatholdspersonaldatathatwasobtainedin
connectionwithonepurposeshallnotusethedata
foranyotherpurpose.

Misuseof
information.

21.A person shallnotuse,forcommercial
purposes,personaldata obtained pursuantto the
provisionsofthisActunless—

(a)ithassoughtandobtainedexpressconsent
from datasubject;or

(b)itis authorised to do so underanyother
writtenlaw and thedatasubjecthasbeen
informedofsuchusewhencollectingthedata
from thedatasubject.

Commercialuse
ofdata.

22.(1)Anagencythatassignsuniqueidentifiers
topersonsshalltakeallreasonablestepstoensure
thatuniqueidentifiersareassignedonlytopersons
whoseidentityisclearlyestablished.

(2)An agency shallnotrequire a person to
discloseanyuniqueidentifierassignedtohim orher
unlessthedisclosureisforoneofthepurposesfor
whichthatuniqueidentifierwasassignedorfora
connectedpurpose.

Useofunique
identifiers.

23.Apersonwhointerfereswithpersonaldataof
adatasubjectorinfringesontherightofapersonto
privacy commits an offence and is liable,on
conviction,to a fine notexceeding five hundred
thousandshillingsortoimprisonmentforaterm not
exceedingtwoyears,ortoboth.

Interferencewith
personaldata.

PARTIII—PROCESSINGOFSPECIALINFORMATION

24.(1)An agency shallnotprocess special
personalinformation.

(2)Theprovisionsofsubsection(1)shallnot
applywhereprocessingofpersonalinformationis–

Prohibition on
processing of
special
information.
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(a)carried outwith the consentofthe data
subject;

(b)requiredundernationalorinternationallaw;

(c)forthe purpose ofstatisticalorresearch
purposes;or

(d)publiclyavailable.

25.Anagencymayprocessinformationrelating
to the religious orphilosophicalbeliefs ofa data
subjectwheretheagencyisaspiritualorreligious
organisationoranindependentsectionofaspiritual
orreligiousorganisationandwherethedatasubject–

(a)is an employee or member of that
organisation;and

(b)has consented to the processing ofthat
information.

Processingof
information
concerning
religiousor
philosophical
beliefs.

26.Anagencymayprocesspersonalinformation
relatingtoadatasubject’sraceorethnicoriginifthe
processingis-

(a)essentialto the identification ofthe data
subject;and

(b)incompliancewithlawfulmeasuresforthe
protectionandadvancementofacategoryof
persons disadvantaged by unfair
discrimination.

Datasubject’s
raceorethnic
origin.

27.Anagencymayprocesspersonalinformation
relatingtoadatasubject’stradeunionmembership
where-

(a)theagencyisatradeuniontowhichthedata
subjectbelongs;and

(b)theprocessingisnecessaryfortheaimsof
thetradeunion.

Datasubject’s
tradeunion
activities.

28.Anagencymayprocesspersonalinformation
relatingtoadatasubject’shealthwheretheagencyis
-

(a)a medical institution or social service
institution processing information for
purposesoftreatmentandcareofthedata
subject;

(b)aninsurancecompanyoramedicalscheme

Datasubject’s
health.
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processing information for purposes of
entering into or performing an insurance
contract;

(c)a schoolprocessing the information for
purposesof providing specialsupportfor
studentsinconnectionwiththeirhealth;

(d)apublicorprivatebodyactingunderalawful
dutytomanagethewelfareofadatasubject;
or

(e)an administrative body,pension fund,or
employer processing information for
purposes of implementation of the law
relatingtothehealthofthedatasubject.

29.Anagencyshallnotprocesspersonaldataof
achildunlesstheprocessingis-

(a)carried outwith the priorconsentofthe
parentorguardianoranyotherpersonhaving
theauthoritytomakedecisionsonbehalfof
thechild;

(b)necessarytocomplywiththelaw;

(c)forresearchorstatisticalpurposes;or

(d)publiclyavailable.

Personaldataof
children.

30.Anagencymayprocesspersonalinformation
concerningadatasubject’spoliticalpersuasionifthe
agencyisapoliticalpartyformedunderthePolitical
Parties Actorpublic entity whose functions are
politicalinnatureandthepersonalinformation-

(a)relatestothemembersoftheagency;and

(b)isnecessarytotheformationorcarryingout
oftheactivitiesoftheagency.

Datasubject’s
political
persuasion.

No.11of2011.

31.Anagencyshallnottransferpersonaldataof
adatasubjectoutsidetheterritoryoftheRepublicof
Kenyaunless-

(a)the third party is subject to a law or
agreementthatrequirestheputtinginplace
ofadequatemeasuresfortheprotectionof
personaldata;

(b)thedatasubjectconsentstothetransfer;

(c)thetransferisnecessaryfortheperformance
orconclusion of a contractbetween the

Transborder
flowofpersonal
data.
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agencyandthethirdparty;and

(d)the transferis forthe benefitofthe data
subject.

PARTIV—OVERSIGHTANDENFORCEMENT

32. The Commission shall oversee the
implementation of and be responsible for the
enforcementofthisAct.

Roleofthe
Commission.

33.(1)ThefunctionsoftheCommissionshallbe
to—

(a)promotetheprotectionandobservanceofthe
righttoprivacy;

(b)monitor, investigate and report on the
observanceoftherighttoprivacy;

(c)formulate, implement and oversee
programmes intended to raise public
awareness of the right to privacy and
obligations;

(d)receiveandinvestigateanycomplaintrelating
toinfringementoftherightsofapersonunder
thisAct;

(e)provideaframeworkormechanism forthe
effective managementofconflicts and the
resolutionofdisputesunderthisAct;and

(f)perform such otherfunctions as may be
prescribed by any other law or as the
Commissionmayconsidernecessaryforthe
promotionandprotectionofhumanrights.

(2)The Commission shall,in performing its
functionsunderthisAct—

(a)be guided by the national values and
principlesofgovernanceunderArticle10of
theConstitution;

(b)have regard to the applicable international
informationmanagementanddissemination
standardsrelatingtodataprotection;

(c)ensure that agencies have put in place
adequate safeguards forthe protection of
personaldata;

Functionsofthe
Commission.



TheDataProtectionBill,2018 327

(d)takestatementsunderoathinrelationtoany
investigationitisundertaking;and

(e)takesuchactionasmaybenecessaryforthe
performanceofitsfunctionsunderthisAct.

(3)TheCommissionshallhaveallthepowers
necessaryfortheperformanceofitsfunctionsunder
thisAct.

34.(1)A datasubjectwho isaggrieved bya
decisionofanypersonunderthisActmaylodgea
complaintwiththeCommissioninaccordancewith
thisAct.

(2)Apersonwhointendstolodgeacomplaint
under this Actshalldo so orally or in writing
addressedtotheSecretarytotheCommission.

(3)Whereacomplaintundersubsection(1)is
madeorally,theSecretaryshallcausethecomplaint
toberecordedinwritingandshallbedealtwithin
accordancewithsuchproceduresastheCommission
mayprescribe.

(4)Acomplaintlodgedundersubsection(1)shall
contain such particulars as the Commission may
prescribe.

(5)The Commission may,upon receiptofa
complaintundersubsection(1)—

(a)requiretherelevantagencytorespondtothe
complaint within such time as may be
specifiedbytheCommission;

(b)requestforsuchfurtherinformationfrom the
complainantas itmayconsidernecessary
from thecomplainant;or

(c)initiatesuchinquiryasitconsidersnecessary,
havingregardtothenatureofthecomplaint.

(6)Whereanagencyfailsrespondwithinthetime
stipulated by the Commission under subsection
(5)(a),theCommissionmayproceedtoinquireinto
thecomplaint.

(7)Where,uponreceiptoftheresponsefrom the
agency undersubsection (5),the Commission is
satisfiedthatnofurtheractionisrequiredorthatthe

Inquiryinto
complaints.
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requiredactionhasbeeninitiatedbythatagency,the
Commissionshall,inwriting,inform thecomplainant
accordinglyandtakenofurtheraction.

(8)Despitesubsection(1),theCommissionmay,
on its own initiative,commence an investigation
underthisAct.

35.(1)TheCommissionmay,uponreceiptofa
complaintundersection34(1),declinetotakeaction
orfurtheractionasthecircumstancesmayrequire,if,
intheopinionoftheCommission—

(a)thelengthoftimethathaselapsedbetween
thedatewhenthecauseofactionaroseand
thedatewhenthecomplaintwasmadeis
suchthataninvestigationofthecomplaintis
nolongerpracticableordesirable;

(b)thecomplaintistrivial,frivolousorvexatious
orisnotmadeingoodfaith;

(c)thecomplainantdoesnotdesirethataction
betakenor,asthecasemaybe,continued;

(d)thecomplainantdoesnothavea personal
interestinthesubjectmatterofthecomplaint;

(e)there is in force,a code ofpractice that
providesaprocedurethatwouldadequately
addressthecomplaintandthecomplainant
hasfailedtopursuethisavenueofredress;or

(f)thereisinexistence,anadequateremedy,or
other right of appealother than to the
Commission,thatitwouldbereasonablefor
thecomplainanttopursue.

(2)TheCommissionmaydeclinetotakefurther
actiononacomplaintif,inthecourseofinvestigating
the complaint,itappears to the Commission that
havingregardtoallthecircumstancesofthecase,no
furtheractionisnecessary.

(3)Where the Commission declines to take
actionorfurtheractiononacomplaint,itshallinform
thecomplainantofitsdecisionandthereasonsforits
decision.

Discretionnotto
takeactionona
complaint.

36.(1)WhereitappearstotheCommissionthat
itmaybepossibletosecureasettlementwithrespect

Settlementof
complaints.
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toacomplaintbetweenanyofthepartiesconcerned
and,ifappropriate,asatisfactoryassuranceagainst
thedoingorrepetitionofanyactionorsimilaraction
ofthekindthatformsthebasisofthecomplaintby
thepersonconcerned,theCommissionmay,without
investigating the complaintorundertaking further
investigations as the case may be,secure such
settlementorassurance.

(2)Where,uponinquiryintoacomplaintlodged
undersection34(1)theCommissionissatisfiedthat
apersonhascontravened,iscontraveningormay
contravene anyofthe provisions ofthis Act,the
Commission may issue a notice to thatperson
requiringthepersontotakeorrefrainfrom taking,
withinsuchperiodasmaybespecified,suchaction
astheCommissionmayspecify.

(3)TheCommissionmay,pursuanttosubsection
(2),requireapersontorectify,block,eraseordestroy
anyinaccuratedata.

(4)DespitetheprovisionsofthisAct,apersons
maylodgeaclaim beforetheCourtforanappropriate
remedy.

PARTV—MISCELLANEOUSPROVISIONS

37.(1)Whereanagencydisclosespersonaldata
ingoodfaithpursuanttothisAct—

(a)no civilor criminalproceedings shalllie
againsttheagencyinrespectofdisclosing
thedata,orforanyconsequencesthatmay
ariseasaresultofdisclosingthedata;and

(b)no civilorcriminalproceedingsshallliein
respectofanypublicationofthedisclosed
dataagainsttheauthorofthedataorany
otherpersonbyreasonofthatauthororother
personhavingsuppliedthedatatoanagency.

(2)Thedisclosureoforgivingofaccesstoa
personofanypersonaldatapursuanttoarequest
madeundersection17shallnotbeconstrued,forthe
purposesofthelawrelatingtodefamationorbreach
of confidence or infringement of copyright, to
constitute an authorisation or approval of the
publicationoftheinformationbythepersontowhom

Protection
againstcertain
actions.
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theinformationisdisclosedoraccessisgiven.

38.(1)A person who collects orprocesses
personal data in any manner contrary to the
provisionsofthisActcommitsan offenceand is
liable,on conviction,to a fine notexceeding five
hundred thousand shillings or to a term of
imprisonmentnotexceedingfiveyears,ortoboth.

(2)Apersonwho—

(a)withoutreasonableexcuse,obstructs,hinders
orprevents the Commission orany other
person from the performance of their
functions orthe exercise oftheirpowers
underthisAct;

(b)makes any statement or gives any
informationtotheCommissionoranyother
person exercising powers underthis Act,
knowingthestatementorinformationtobe
falseormisleading;

(c)holds himself or herself out as having
authoritytoperform anyactionorexercise
anypowersunderthisActwhenheorshe
doesnotholdthatauthority;or

(d)withoutreasonablecause,failstocomplywith
anynoticeissuedunderthisAct,

commitsanoffenceandisliable,onconviction,
to a fine not exceeding one hundred thousand
shillingsortoaterm ofimprisonmentnotexceeding
twoyears,ortoboth.

(3)WhereanoffenceunderthisActhasbeen
committedbyabodycorporateandisprovedtohave
beencommittedwiththeconsentorconnivanceofor
tobeattributedtoanyneglectonthepartofany
director,manager,secretaryorsimilarofficerofthe
bodycorporateoranypersonwhowaspurportingto
actinanysuchcapacity,thatpersonaswellasthe
bodycorporateshallbeguiltyofthatoffence.

Offences.

39. (1) The Cabinet Secretary may, in
consultationwiththeCommission,makeregulations
prescribing anything required by this Act to be
prescribedorgenerallyforthebettercarryingoutof

Regulations.
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theprovisionsofthisAct.

(2) Without prejudice to the generality of
subsection(1),theregulationsmayprovidefor—

(a)themakingofanapplicationunderthisAct;

(b)the form in which information requested
underthisActistobesupplied;

(c)theprocedurefortheserviceofnoticesand
documentsunderthisAct;or

(d)formssuchasmaybenecessarytogivefull
effecttotheimplementationoradministration
ofthisAct.

(3)Forthe purposes ofArticle 94(6)ofthe
Constitution–

(a)theauthorityoftheCabinetSecretarytomake
regulationsshallbelimitedtobringinginto
effectthe provisions ofthis Actand the
fulfilmentoftheobjectivesspecified under
subsection(1);and

(b)theprinciplesandstandardssetoutunderthe
InterpretationandGeneralProvisionsActand
theStatutoryInstrumentsAct,2013inrelation
to subsidiary legislation shall apply to
regulationsmadeunderthisAct.

Cap.2.
No.23of2013.

MEMORANDUM OFOBJECTSANDREASONS

StatementontheObjectsandReasonsoftheBill

TheprincipalobjectoftheBillisto protectpersonaldata
collected,usedorstoredbybothprivateandpublicentities.TheBill
recognizes thatdata protection forms partand parcelofthe
expectationoftherighttoprivacy.ThisBillprovidesforthelegal
frameworkforprotectionofaperson’sprivacyininstanceswhere
personalinformationiscollected,stored,usedorprocessedby
anotherperson.InKenyatherighttoprivacyisprotectedunder
Article 31 of the Constitution.Therefore,this Billseeks to
operationaliseArticle31oftheConstitution,inparticularArticle
31(d)and(c).

By providing forthis rightunderthe Constitution,is an
indicationastotheimportanceoftherighttoprivacy.However,
despite the importance attached to this right,the rightis not
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absolute.Itmaybelimitedandmustasofnecessitybebalanced
againstothercompetingrightsandinterestssuchasprotectingthe
rightsandfreedomsofothers,andmaintaininglawandorder.

PartIoftheBillsetsoutdefinitionofvarioustermsusedand
applicationofthelaw.PartIIoutlinestheobjectsandprinciplesof
protection ofpersonaldata.In particular,clause 4 sets out
principlestoguidetheinterpretationandapplicationofthelaw,
clause6setsoutthecircumstancestherighttoprivacyregarding
personaldatacanbelimited.ThisPartalsoprovideforthemanner
ofcollectingandprocessingpersonaldata.Processingofspecial
personalinformation,informationrelatingtoreligiousbeliefs,race,
health,tradeunionactivities,datarelatingtoaminorandpolitical
persuasions,isprovidedforunderPartIIIoftheBill.Itsetsoutthe
criteriaforprocessingandwhomayprocesssuchinformation.Part
IVonitspartdealswithoversightandimplementationofthelaw.
TheKenya NationalCommission on Human Rightswillbethe
responsibleinstitutionforoversightandimplementation,including
investigatingabuses.Finalprovisionsencompassingoffencesand
powerfortheCabinetSecretarytomakeregulationareprovidedfor
underPartVoftheBill.

Due to massive developmentin the field ofinformation,
communicationandtechnologyexperiencedtheworldoverand
increaseincollectionofpersonalinformationbygovernmentand
privatebodies,theneedtoprotectpersonalinformationhasgained
prominence.Therefore,thereisurgentneedtoputinplacerulesto
regulatethecollection,use,storageandprocessingofpersonal
information.

Statementonthedelegationoflegislativepowersandlimitationof
fundamentalrightsandfreedoms

Clause36oftheBillprovidesthattheCabinetSecretarymay
makeRegulationsforthebettercarryingoutoftheprovisionsof
the Act.The Billtherefore delegates legislative powers to the
countyCabinetSecretary.

TheBillproposestolimittherighttoprivacyunderArticle31of
theConstitutionrespectively.Clause6oftheBillproposestolimit
therighttoprivacybyprovidingthattherighttoprivacymaybe
limitedforthepurposeofsafeguardingfundamentalrightsand
overridinglegitimateinterests.However,thelimitingofthisright
mustbeinamannerthatisleastintrusive.Thelimitationofthe



TheDataProtectionBill,2018 333

righttoprivacyproposedinthisBillmeetstherequirementssetout
underArticle24(1)oftheConstitution.

StatementonhowtheBillconcernscountygovernments

The Fourth Schedule to the Constitution provides forthe
functionalareas ofboth the countygovernments and national
government.Inperformanceofthisfunctions,andasofnecessity,
county governments as wellas persons regulated by county
governmentscollect,useandstorepersonalinformationordata.
ThisBillseekstoputinplacealegalframeworkfortheprotection
ofpersonaldatathatmaybecollectedbyprivateandpublicentities
includingcountygovernments.TheBillthereforeconcernscounty
governmentsintermsofArticles110(1)(a)oftheConstitutionin
thatitcontainsprovisionsthataffectthefunctionsandpowersof
thecountygovernmentsassetoutintheFourthScheduletothe
Constitution.

StatementthattheBillisnotamoneyBillwithinthemeaningof
Article114oftheConstitution

TheBillisnotamoneyBillwithinthemeaningofArticle114of
theConstitution.

Datedthe15thMay,2018.

GIDEONMOI,
ChairpersonoftheCommitteeon

Information,CommunicationandTechnology.


