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What is a password?

A secret word or
combination of
letters used to

communicate with
another person.

A unique string of
characters that
allows you access
to a computer or
system.

A password is a

secret code or
phrase used to gain
access to something







Through social engineering
» Through phishing/spams

* When using public wifi
 Via brute-force attacks (guessing)
» Writing down passwords

» Sharing passwords with others

» Public working stations

» Key loggers that may watch you type your password and send it to the
hacker




How can we protect our passwords then?
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How to create strong passwords

The rule of the thumb is, harder to guess,
easy to remember i.e strong-memorable
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Creating strong passwords is based on 2

things which are mainly;
S /




Complexity in
characters







How to remember these passwords

» Use memorable phrases e.g. ILovelceCREam22!!, lloVEMybeerKold!!,

Use password manager that can help you store your passwords in one place
. Hassle free! E.g. KeePassx, mSecure Password manager, robot form. e.t.c




What is a password manager

» A password manager is as “a software application desighed to
store and manage online credentials. It also generates passwords.
Usually, these passwords are stored in an encrypted database and
locked behind a master password.”

* Most popular password vaults function as cloud applications that
can be accessed through a browser. Regardless of your password
manager of choice, you’ll have to create one strong master
password that will protect all your stored credentials used to
access the different services you use; so be very careful about
your choice. In the case of a cloud-based manager, this is part of
creating an account.



Password Managers

» A great password manager can be a game-changer. Most of us have
scores of online accounts, and it's all too easy to fall into the habit
of reusing the same password for multiple different sites. It might
be convenient, but it also leaves us in real danger; if just one of
those sites is compromised, all your accounts will be at risk.

» A password manager will not only save you the effort of
remembering dozens of different logins for all your online
accounts, it will also help keep them secure by generating strong
passwords that are impossible to guess,and storing them all safely
in an encrypted vault.



Benefits of a password manager







“Treat your password like your
toothbrush. Don't let anybody
else use it, and get a new one
every six months” Clifford Stoll

Thank you! <3






World password day
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https://onlineharassmentfieldmanual.pen.org/

Contacts

Cecilia Maundu
DIGITAL SECURITY EXPERT

Tel:+254721231249
mail: Cmaundu@gmail.com



tel:+254721231249

